Accountable models of care delivery demand that health care provider organizations be able to exchange clinical data about the patient. The "Meaningful Use" program is helping to advance health information exchange by requiring physicians and hospitals to exchange clinical data about patients in order to qualify for incentive payments for electronic health records. Early studies demonstrate that the ability to exchange clinical data among provider organizations has the potential to improve clinical care. However, as with any technology, there is a risk of unintended consequences from health information exchange. This manuscript outlines seven aspects of health information exchange that, if not managed properly, may lead to unintended consequences. These categories are: (1) the desire for complete, accurate and timely data for decision making, (2) data management and presentation, (3) assuring routine use of health information exchange, (4) consideration of patient perceptions and concerns, (5) reputational and financial concerns, (6) technical issues and (7) administrative aspects of health information exchange. Education about the capabilities and limitations of health information exchange, along with checklists to support proper implementation and assure that systems are being used as planned, can mitigate risks and help to realize the promise of this powerful technology.
INTRODUCTION
In response to impending changes in health care payment models, provider organizations are developing innovative models of delivery to improve the effectiveness and efficiency of health care. [1] [2] [3] A key characteristic of the new delivery models is improved care coordination 4 enabled by electronic health record (EHR) systems that allow providers to have access to their patient's data from other sites where the patient may have received care. Emerging models for health information exchange include (1) the ability to access community-wide patient record data via a health information exchange organization, for example, when the patient is being seen in an emergency department different from where he or she usually receives care; 5 and (2) the direct transfer of the patient's clinical data from one EHR to another, for example, as part of referral, discharge or transition of care. 6 The Stage 2 final rule issued on August 23rd, 2012,by the Centers for Medicare & Medicaid Services (CMS) to implement the Medicare and Medicaid EHR Incentive Programs (referred to as "Meaningful Use") will further promote the exchange of clinical data through three measures that require the transmission of a "summary of care record" in at least 50% of transitions, for 10% of those to be electronically exchanged, and for at least one transmission to be to a receiving provider who uses a different EHR system than the sender. 7 Emerging evidence suggests that the availability of health information exchange capabilities can improve care. [8] [9] [10] [11] However, as health information exchange becomes increasingly feasible and its use is increasingly incorporated into routine care, it is important to consider to what extent negative unintended consequences may result. Unintended consequences can accompany the implementation of any technology, 12 and provider organizations that seek to realize the benefits of health information exchange should consider, and proactively put into place, approaches to minimize potential associated risks.
We present seven categories of potential unintended consequences of health information exchange and their root causes, and discuss some approaches to risk mitigation. The categories were ordered based on their potential impact on patient care. Categories one and two could directly impact patient outcomes; categories three and four could have an impact on outcomes secondarily; and categories five, six, and seven could impact organizations that provide care. The categories are congruent with a socio-technical model that has been developed to help guide the implementation of health information technology projects more generally, and takes into account considerations of data, human-computer interaction, clinician workflows, technology, regulatory pressures and local administrative concerns. 13 The findings in this article are a product of the Health Information Exchange Unintended Consequences Workgroup, which was sponsored by the Office of the National Coordinator for Health Information Technology (ONC). The final report of the Workgroup can be found at http://www.healthit.gov/policyresearchers-implementers/reports.
COMPLETE, ACCURATE AND TIMELY DATA
Ideally, a physician would have access to complete, accurate and timely patient data to support optimal decision making. Health information exchange capabilities will reduce the extent of data fragmentation, but will not eliminate it entirely. Directed transmission of a summary record at the time of transition will provide data that the previous provider felt to be relevant, but may exclude data that the recipient would have hoped to receive. Even community-wide health information exchange will not include 100 % of the patient's data because technical, financial or other barriers may limit the participants in the exchange and the kind of data that is exchanged. Idiosyncrasies, such as the timeliness of data from various sources, may not be apparent to the users of the data. It may not be clear how far back in time the available data goes. The level of data completeness and data quality in electronic systems, which may be well understood in a local environment, may be less clear when aggregating data across sites. Provider organizations need to assure that physicians and other clinicians are educated about the nuances of the health information exchange capabilities. Additionally, a physician may wish to incorporate patient data received via health information exchange into his or her EHR. In some cases, this requires the use of automated patient matching algorithms that rely on demographic data such as name, address and date of birth. Physicians will need to be aware of the performance characteristics and idiosyncrasies of these matching algorithms so they can appropriately interpret the data received via health information exchange. 14 
DATA MANAGEMENT AND DATA PRESENTATION
While the lack of access to patients clinical data is a barrier to optimal care, a flood of data may overwhelm the clinician's cognitive capabilities and also may not support optimal care. Data that are retrieved via a health information exchange capability must be appropriately filtered, sorted, aggregated, summarized and presented if they are to be useful for clinical care. 15 Presentation methods for data received via health information exchange must take into account the large amount of data that may be retrieved. Additionally, there should be optimal approaches for integrating such data into the local EHR.
Meaningful Use requires the physician or hospital to use "certified" EHR technology to receive the incentive payments. The 2014 Edition EHR Certification Criteria, 16 announced by ONC at the same time that CMS announced the Stage 2 final rule, identifies standards for the representation of such data types as problems, medications, allergies, laboratory results, immunizations, and transition of care documents. The increasing use of these standard terminologies by vendors will allow data from multiple sources to be more effectively processed, and thereby better aggregated and organized. However, presentation of such data to the physician will be complex and user preferences should be taken into account. Further research is needed into optimal methods for summarization and presentation when an individual patient has a large amount of data contained in multiple records.
ROUTINE USE OF HEALTH INFORMATION EXCHANGE
Health information exchange will only have a positive impact on care if it is integrated into the workflow and used routinely. In the emerging health care environment, new roles and new workflows are being created. In accountable care models, care managers are increasingly being used to coordinate care, and such managers may require access to health information exchange capabilities as part of a population management environment. For example, a health information exchange may be expected to provide a care manager with an active notification that a hospital admission or emergency department visit has taken place, and then provide access to the details of the encounter. 17 For clinicians at the point of care, the methods for accessing data via health information exchange should fit easily into the workflow, and appropriate education about the capability should be provided. EHR vendors will need to work with clinicians to understand the most effective ways of integrating the health information exchange into routine use. Additionally, if the health information exchange capabilities do not provide a sufficient amount of the patient's data to assist clinical decision making, or if the physician does not have confidence in the accuracy of the data for any reason, the physician may not see the health information exchange as a helpful resource and may not incorporate it into routine use in clinical practice.
If health information exchange capabilities are not viewed as helpful in the clinical environment, they may not be extended beyond their earliest stages and the potential value of health information exchange may not be realized. Sound implementation design principles, structured incentives to encourage use, and education to orient physicians to the strengths and limitations of health information exchange are needed to ensure routine and optimal use of the capability.
PATIENT PERCEPTIONS AND CONCERNS
When clinical data are being exchanged among providers, patients must have confidence that their electronic data is being managed securely and treated confidentially, while understanding the advantages of having their information available to the physicians that are caring for them. If patients believe that their data are not being used appropriately or are not being managed securely, they may not participate actively and fully in their care nor engage with their providers in shared decision-making approaches. If patients do not understand the nuances of health information exchange, for example, who is allowed to view the data, their rights regarding correction of misinformation or limiting what information is exchanged, and the rationale behind consent models, their confidence in the underpinnings and the soundness of health information exchange may be shaken.
The Meaningful Use Stage 2 final rule requires that more than 5% of a physician's patients send secure electronic messages on relevant health issues to their physician. This new mode of interacting with patients electronically, in addition to other meaningful use requirements, such as providing patients with access to their electronic health information, summaries of their clinical visits and pertinent educational materials, will require educating patients to assure they make best use of these capabilities and to lessen their concerns. Outreach campaigns to patients-locally, regionally and at the national level-are critical to educate patients as to the role of health information exchange as an enabler of optimal care, and to reassure them that their health data will be kept private and managed securely, and based on the patient's choice.
REPUTATIONAL AND FINANCIAL CONCERNS
As heath information exchange becomes more prevalent, a provider organization may reasonably have concerns about the extent to which the increased access to its data may have negative financial or reputational consequences. For example, a provider organization may feel that it is at risk for losing patients to a competitor because the patient's data can easily be transferred. A provider organization may feel that health information exchange could allow other organizations to use its data for competitive analysis or marketing purposes. Also, another provider organization may have concerns that inappropriate release of its data by another party may put the organization in a bad light, even if the other party was legally obligated to keep the data private and secure. Meaningful use will help to allay some of these concerns, because it requires EHR users to conduct privacy and security risk analyses. State privacy laws and the Health Insurance Portability and Accountability Act (HIPAA) dictate the allowable uses of data transferred for clinical reasons. Health information exchange organizations that provide access to a community-wide patient record usually create data sharing agreements-with concomitant compliance programs-that govern allowable uses of the data. Continuing compliance training is essential to assure that all such agreements are understood and followed.
TECHNICAL ISSUES
If health information exchange capabilities are to become part of the routine health management infrastructure, they must be reliably available. Since a disturbance in one part of a data network may disrupt activities elsewhere, robust technical approaches are needed to assure that the data exchange technology is stable. Health information exchange infrastructures are more complex than individual provider organizations' health information technology systems, because multiple participants are involved. Upgrades and maintenance must be coordinated across a set of providers. Organizations that support health information exchange activities will need to be explicit about their downtime procedures and disaster recovery approaches, and participants in exchange activities will need to be familiar with these details. In environments that use a central data repository model for health information exchange, the data contained in the repository may be able to be used as part of a provider organization's disaster recovery plan.
ADMINISTRATION OF HEALTH INFORMATION EXCHANGE
Administrative aspects of health information exchange include the governance activities that determine and enforce privacy and data sharing policies (including authorization, access controls and auditing policies, as well as breach and compliance policies), the adherence to regulatory requirements and other business aspects of exchange activities. For instance, Meaningful Use Stage 2 core objectives require hospitals to include the capture and reporting of syndromic surveillance data to health departments as a core function, requiring administrative consideration by the health care organizations. Provider organizations need to assure that they understand the administrative obligations that come with participation in health information exchange.
SUMMARY AND RECOMMENDATIONS
The capability to exchange health information among multiple stakeholders will be a critical enabler of innova- There are a number of approaches that provider organizations should consider to mitigate the risk of unintended consequences from participation in health information exchange initiatives. Clinicians should be educated about the limitations, as well as the strengths, of the data exchange capabilities. Provider organizations should strive to assure that data retrieval via health information exchange fits well into the clinician's workflow and presents information in the most helpful format. Optimal data presentation may vary by provider type; for example, a care coordinator may need a different view than the physician. The organization may need to work with its EHR vendor and/or with a health information exchange organization to find optimal approaches to these challenges. Provider organizations should participate in programs designed to increase awareness of health information exchange among patients. 18 Physicians and other providers need to incorporate privacy models for health information exchange into their regular privacy and security training activities.
Health information exchange activities are complex multi-phased initiatives. In the design phases, best practices should be identified, especially with respect to workflow and data presentation. In the implementation phases, established technical practices should be followed to mitigate the risk of data transmission errors. In the ongoing operational phase of such initiatives, health information exchange activities should be monitored to understand whether expected benefits are being realized and what mid-course corrections might be needed.
Research areas to mitigate the risk of unintended consequences from health information exchange include, but are not limited to, optimal approaches to patient matching across sites, summarization of the patient's data from multiple sources and optimal integration of data from external sources into local workflows.
Clinicians expect information technology not only to automate their local workflows, but also to serve as a window onto the world of the patient's data. Health information exchange capabilities are being developed to advance this vision. As with any promising technology, the risk of potential side effects must be anticipated. 
